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Drivers of change

Several factors are pushing IRCC to explore increased use of data and digital
solutions in our immigration programming
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Triaging and distributing applications according to complexity and
available expertise

Automating some positive eligibility determinations and final
decisions (approvals only)

Identifying applications that require additional verifications
Creating case annotations to summarize basic information
Assisting with responding to client emails and enquiries

Assessing biometrics
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What we are NOT currently doing

Refusals - Our AA and automation tools only make positive
determinations or decisions.

Web Scraping - We do not use AA or Al to collect and analyze online
information about clients, for example through their social media
profiles.

Black Box Decision-Making — We do use “black box” technology (Al
systems that use unknowable or unexplainable internal logic) in some
capacities, including email triage and facial recognition, but we do not
use any black box technology to make determinations or decisions.
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Choosing what to automate

In considering whether to develop an automated
decision support system for a given line of business,
the Department looks at several factors:

7
/

Need (Size of volumes, inventories)

7
/

Stakes (How consequential are the decisions?)

Y

Public perception (What clients and stakeholders are
saying)

» Complexity of processing (Are applications largely routine
or highly discretionary?)

» Quality of the data
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What we considered

» While AA and automation are relatively new, they are not being introduced in a vacuum
» There is an existing ecosystem of policy constraints and legal authorities to ensure
responsible use of these tools (e.g. Charter of Rights and Freedoms, Privacy Act,
etc.); however, there is an important role for policy guidance

» As the Government of Canada direction is very broad by nature, IRCC set out to establish
our own principles
» Aligned with government-wide guidance, while considering issues in our own

context: Safety & Security
. Reliability &
Efficiency Consistency
Public
Trust
Transparency
Impartial
decision-makers Privacy

Avoiding Bias/
Discrimination

Convenience

Vulnerability
Procedural

Fairness 000256
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Policy Requirements and Guidance

TBS Directive on Automated Decision-Making

- A GoC-wide policy instrument, the Directive enumerates several
requirements for tools within its scope, most notably the publishing of
an Algorithmic Impact Assessment

- Aims to ensure that automated decision-making tools are developed
and deployed in a manner that is compatible with core administrative
law principles such as transparency, accountability, legality, and
procedural fairness.

IRCC Policy Playbook on Automated Support for Decision-
making

- Complementing the TBS policy, a piece of internal policy
guidance tailored to our unique operating context

- Contains comprehensive advice and recommendations to
developers and users of automated decision (support) tools to
ensure responsible development and deployment
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- Much of the content is geared toward building and
maintaining public trust in IRCC’s use of technology
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Looking inward

» Governance that drives , While still
» Need to be ready to adjust the balance between nimble appmvals and
more thorough oversight from project to project

» Multidisciplinary teams that bring together diverse skills and considerations
» Cross-functional groups—data governance privacy, legal, policy—all
working

» Strategic functions that enhance an organization’s use of Big Data and AA

responsible use of AA across an organization

the vision and goals of specific programs

s
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Looking outwa rd

» Automation and AA are relatively new for IRCC, and we benefit from
engaging outside of our organization...

# #

resentations and outreach have allowed us to connect with governments

who are experimenting with similar use cases and facing
Qh@ﬁ@ﬂﬂ@g

know from experience that IR
communication about its use of new techno

, |
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Experience with the AlA

The TBS Directive established a formal requirement (compliance isn’t
optional)

The AIA contains straightforward questions, but arriving at answers isn’t

always easy
» It takes time and effort to gather evidence, prepare rationales, consult
internally, and complete the analysis
» Even with detailed guidance and templates, active support and
assistance is often necessary
» Related assessments can also lengthen approval and implementation

timelines
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Experience with the AlA

Data team

Advanced Analytics team
IT services

Program & Policy branches

Legal services

Privacy team

GBA Plus and equity team
Communications

Risk management

Provide data for model training and use

Responsible for design, development and ongoing
use of the model

Implement and integrate model alongside existing
systems

Provide subject matter expertise and complete
supporting assessments such as the AlIA

Examine legal risks and compliance

Assess data protection and individual privacy risks
Guidance on assessing differential impacts and bias
Ensure clear and consistent messaging to the public

Develop an appropriate quality assurance plan
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An Example of Automation at IRCC

Automating a portion of the visitor visa decision-making process

Officers review for admissibility
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An Example of Automation at IRCC

» Key impact areas
» Model makes a decision that would normally require human discretion
» Personal information from clients is used to train and operate the model

» Some challenging questions and answers
» Does the model assist or replace the decision of a human officer?
» Describing the impact on individuals
» Releasing information about the data, model testing, and impact
assessments to the public

» AlA needs to be started early, but is one of the final pieces to be approved
» Many AIA questions could only be answered once other assessments
were finalized, which delayed approvals and implementation
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Annex: Guiding Principles

Guiding principles give IRCC a coherent basis for strategic choices
| about whether and how to make use of new tools and technologies.
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ANNEX: Guiding Principles
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ANNEX: Guiding Principles

000269



ANNEX: Guiding Principles
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